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Abstract 

A medical cyber–physical system (MCPS) is a unique cyber–physical system 

(CPS), which combines embedded software control devices, networking 

capabilities, and complex physiological dynamics of patients in the modern 

medical field. In the process of communication, device, and information system 

interaction of MCPS, medical cyber–physical data are generated digitally, stored 

electronically, and accessed remotely by medical staff or patients. With the 

advent of the era of medical big data, a large amount of medical cyber–physical 

data is collected, and its sharing provides great value for diagnosis, pathological 

analysis, epidemic tracking, pharmaceutical, insurance, and so on. This overview 

will present MCPS’s architectures and frameworks from different perspectives, 

modeling and verification methods, identification and sign sensing technologies, 

key communications’ technologies, data storage and analysis technologies, 

monitoring systems, data security and privacy protection technologies, and key 

research perspectives and directions. We can have a com- prehensive 

understanding of the important characteristics and technical route of MCPS, and 

grasp its research status and progress. 

Index Terms— Architecture, medical cyber–physical systems (MCPSs), 

monitoring system, smart health. 

 

 Introduction 

Medical cyber–physical systems (MCPSs) are a kind of cyber–physical systems (CPS) that 

are applied in the modern medical area and play an important role in the prevention and 

detection of COVID-19. Each MCPS has its embedded systems of control equipment and 

independent network systems [1]. The basic framework of MCPS includes the cyber space 

(including the network space) and the physical space (including the user space), as shown in 
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Fig. 1. The physical space is the physical foundation of MCPS. It includes all kinds of hard 

real-time health sensing devices, health diagnosis devices, and the user space composed of 

different users, provides sensing information to the cyber space through sensing devices, and 

receives the control information from the cyber space to control physical devices. The cyber 

space is the core component of MCPS, which is responsible for the processing, storage, and 

access security management of users, and health information. As the neural center of MCPS, 

the cyber space receives the sensing information from the physical space through the network 

transmission systems, identifies, stores, analyzes, and processes them, and generates the 

feedback control information that is sent to the physical space through the network 

transmission systems. 

Compared with the Internet of Things (IoT), CPS empha- sizes the development and 

research of virtual application in the physical world [2], constructs a set of a closed-loop 

enabling system based on states sensing, real-time analysis, scientific decision-making, and 

precise execution between cyber space and physical space, solves the problems of complexity 

and uncertainty in the process of manufacturing and application services, improves the 

efficiency of resource allocation, and realizes resource optimization. It can be said that 

medical CPS is an important technical foreshadowing for the development of intelligent 

medical treatment and also one of the key supporting points for improving the medical system 

and the medical level. 

 

 
Framework of MCPS 

 

Cyber-Physical System Application  

Cyber-physical systems are used in multiple areas, such as medicine, traffic management and 

security, automotive engineering, industrial and process control, energy saving, ecological 

monitoring and management, avionics and space equipment, industrial robots, technical 

infrastructure management, distributed robotic systems, protection target systems, 
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nanotechnology and biological systems technology. A. Smart Technologies Modern construction 

technology enables the creation of intelligent building designed with minimum energy 

consumption or even without it. However, they need constant monitoring. Engineers must attach 

smart buildings to smart grids, and add control mechanism – cyber-physical systems [7]. Smart 

transport is equipped with various types of computerized embedded control systems. Cyber-

physical solution use in this field makes it possible to create a fullfledged single system that will 

link the vehicles with other vehicles, environment and infrastructure [8]. An example of cyber-

physical systems known to the general public is Google car, which does not require a driver. B. 

Internet of Things and Industry 4.0 In several sources [5], [9], [10] it is predicted that within ten 

years almost half of the electronic devices will be connected to the World Wide Web. This 

network is termed as the Internet of Things. It connects not only household appliances such as 

refrigerators, thermostats, but also sophisticated production equipment. Industry 4.0 concept 

aims at the comprehensive cyberphysical system use in manufacturing, customer relationship 

management and supply chain management processes, combining it all into one system. Smart 

manufacturing lines communicate with each other in order to optimize the production process. 

Comprehensive use of cyber-physical systems for commerce, industry and public health, military 

and civilian purposes, makes the protection of these systems a matter of national significance. 

That is why embedded system security systems, mainly anomaly detection system that allows 

resisting spoofing and service failure type attacks, are currently actively developed [11]. C. 

Healthcare Cyber-physical Systems There are hospitals, where robots already bring dishes to 

patients, sort mail, change bed linen and collect waste. Robotic beds transport patients to the 

surgery room. However, a fully automated healthcare system has not been implemented yet. 

Currently, a number of hospitals in the world remote operations are carried out with the help of a 

robotic hand and high-resolution cameras [12]; however, there is still a long way to autonomous 

surgery when a cyber-physical system itself, without human management, performs the 

operation. 

Human-in-the-loop cyber-physical systems can greatly improve lives of people with special 

needs. Human-in-theloop cyber-physical systems formulate opinions about the user’s intentions 

based on his cognitive performance by analyzing data from sensors attached to the body or head. 

Embedded system converts these findings to robot control signals, which, thanks to robotic 

management mechanisms, allow users to interact with the surrounding natural environment. 

Example of human-in-the-loop CPS is robotic assistance systems and intelligent prosthesis [13]. 

From the examples above, it is clear that the cyber-physical systems are widely used all over the 

world in various industries, including medicine and healthcare. However, only one research was 

found [14], which summarizes the current situation related to the CPS application in healthcare, 

and it offers a detailed taxonomy. 

Proposed system architecture 

Energy Collection and Data Generation Layer: Different actions and gestures of the human body 

can produce different types of pressure areas. By installing piezoelectric devices in different 

pressure areas, electrical energy can be generated and provided to wearable health monitoring 
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sensors implanted in the human body. With the assistance of a microcontroller and 

communication technology, the data collected by sensors are stored in the memory embedded in 

sensor nodes. Data Pre-processing Layer: It includes data aggregation, data transformation, and 

data filtering. Data Processing and Application Layer: It is responsible for the overall data 

processing and decision-making. 

 
Conclusion 

MCPS is a CPS applied in the modern medical field. Deepening the research and application of 

MCPS is of great significance to improve the national medical service system and improve the 

level of medical service. In recent years, artificial intelligence, blockchain, cloud computing, 

big data, wearable computing, and other technologies have provided new ideas for the 

construction of smart health but also put forward higher requirements for MCPS. In 

particular, how to design a secure, reliable, and efficient method of identity authentication and 

access control and how to realize the integration of heterogeneous networks and the secure 

sharing of medical big data are the key problems to be solved. 
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