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Article History Abstract
Egﬁ?s'gdegGN?vp;;’QEf ;5253 Cyber security helps the organization to protect the organizational data
Accepted:08 December 2023 | from external users. The development of an effective cyber security
system is important as this helps the organization to enhance the data
safety system. The secondary data collection process has been used for
analyzing the most affected factors that affect the security system of an
organization. On the other hand, qualitative analysis helps to know the
all interrelated factors related to the data safety and risk management
system. System theory helps to analyze the ways to develop a better
protective system for enhancing the protection of organizational data.
The use of centralized servers, double-protected passwords and
network security and access control is important for developing a
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Introduction

The development of cyber security is important for increasing data security. The
development of data security increases the safety of the organization from being affected by
external and internal bad actors. This study has analyzed the importance of cyber security in an
organization and the most important ways to increase data safety. The implementation of cyber
security enhances the data safety management system of the organization and helps the
organization protect its data from external cyber-attacks. The development of cyber security is
possible through the implication of security risk assessment. Thus, the development of a security
framework is important for an organization to save the company from external attacks.
Research background

This research has analysed the interrelated things related to the development of cyber
security in an organisation and the way the company can develop better security servers.
According to the views of Kumar et al. (2021), a developed cyber security system helps the
organsiation to reduce the number of loopholes and increases the security system of the
organsiation. The implementation of the risk management system assists the organsiation in
protecting the server data from any external accessors. Based on the views of Ertan et al. (2020),
the development of cyber security is a must for protecting data from outsiders. This means the
adaptation of a modernised security system of servers is important for making the organisational
server safer.

197.44

Figure 1: market size of cyber security systems from 2021 to 2030
(Source: Statista, 2023)
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The above figure represents the development of the cyber security market size from 2021
to 20230. The market size of the cyber security system was 197.44 billion US dollars in 2021
and that increased to 249.88 US dollars in 2023 (Statista, 2023). This denotes that the demand
for the cyber security system is high and increasing positively. This figure has been used in this
study as this represents the need of the people which increases the market size of cyber security
continuously. According to the views of Filipczuk, Mason, & Snow (2019), the main objective
behind the use of cyber security is to increase the data safety of the organsiation and server.
Thus, the use of cyber security systems is continuously increasing among organisations to protect
their data from external effects.
Problem statement
The main problem is the probability of cybercrime is increasing with the development of
software technology. Data safety is the most risk task in modern times and several organisations
have started to use modern strong cyber security systems to protect data. The development of a
risk management system is mandatory for increasing the data safety of organisations.
Research aim and objectives
Research aim
This research aims to analyse the effectiveness of using cyber security in organisations
and the way it protects the organsiation from the attack of external users.
Research objectives
e To know details about cyber security and the way it helps the organisations to protect
their data
e To analyse the importance of a risk management system to increase the organisational
performance
e To know the challenges faced by the organsiation for protecting their server through
cyber security systems
e To suggest better ways to develop a strong cyber security system to enhance the data
protection system
Research questions
e What is a cyber-security system and through which way it helps to protect organizational
data?
e What is the importance of risk management systems in organizations?
e How the organizations face challenges in developing a strong cybersecurity system?
e What are the best possible ways to increase the data safety of the organizations?
Research significance
This study is important for all business holders and people as this helps to know the
importance of data safety and cyber security. According to the views of Tagarev (2020), the
incidents of cybercrime have increased and it caused several monetary losses. Thus, this research
provides ample knowledge about cyber security which increases data safety. Thus, this study is
important for all to learn about the effectiveness of cyber security.
Research structure
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Figure 2: Research structure

Literature review
Concept of cyber security and risk management strategies for developing organization’s
security

Cyber security has included advanced technologies to protect the system from cyber-
attack. It has a focus on unauthorized access to the systems and protects the systems from
criminal activities. According to the views of Nifakos et al. (2021), cyber security protects those
systems which are connected to the internet and protects the computer systems from cyber
threats.

Number of deals

Figure 3: Big investment in cybersecurity development
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(Source: Statista, 2023)

The above has shown the big investment in developing cybersecurity. This investment
has increased gradually and the highest investment has found 2397 million dollars in the year
2021. It has a significant contribution to the development process of organization security. On
the other hand, Demirkan, Demirkan, & McKee (2020), argued that cyber security has provided
safeguards to organizations for protecting against cyber-attack-related issues. This safeguard
helps the organization to protect the sensitive as well as the confidential information.
Organizations can recognise the security risks and can implement plans to identify the problems.
It helps the organization to monitor the systems regularly.

Effect of safeguarding organizations from any type of cybercrime

Cyber security safeguards help the organization to protect the systems from unauthorized

access. Organizations can prevent confidential data from cybercrimes

Malware

Phishing and social engineering

Web-based attacks

Botnets

Mzlicious code

Malicicus insiders

Deanial of sarvice

Ransomware

Shara of respondants

Figure 4: Companies faced various types of cyber-attacks in 2017 throughout the world
(Source: Statista, 2023)

The above figure represents that companies have experienced various cyber-attacks
worldwide. This figure shows that 98% of respondents have faced malware-related issues and
67 % of respondents shared their experiences based on web-based attacks. It helps to create
strong passwords securing the internet connection of the organization. Safeguards help to
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monitor the computer systems and also help to update the systems. According to the views of

Karpiuk (2021), cyber security can mitigate the risk of unauthorized access to the systems

through the use of safeguards. It helps to improve the data management process and cyber

posture.

Challenges faced by the organizations to develop cyber security and online safeguards
Different organizations or companies lead different IT technologies and solutions for

cyber risk. As per the views of Tagarev (2020), the actors of cyber threats are continuously

working to evolve and build decisions to overcome the advanced cyber security determination.

As per the judgment, the landscape of cyber intimidation is constantly changing and new types of

offensive facts are built all the time. The organization is faced with major problems due to a

deficiency of efficient cybersecurity professionals.

Theoretical framework

System Theory of Cyber Security

Figure 5: System theory
(Source: Yohanandhan et al. 2020)

This study has used system theory which was provided by Ludwig Von Bertalanffy for
understanding the individual components part of the system. According to the views of
Yohanandhan et al. (2020), system theory has provided opportunities for the organization to
understand the components of the systems properly. It helps to understand the relationship
among the components of the system.

Methodology

The methodology section of the study included all the methods which have been used for
the development of the research. This study has been developed by using secondary qualitative
methods. Secondary qualitative methods include secondary data collection and qualitative
analysis processes. According to the views of Nayak & Narayan (2019), secondary data are those
data which have been collected from different sources and these data are also called ready-made
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data. This means secondary data are already to meet other demands. On the other hand, the
secondary data include journals, official reports, news sources and articles. Qualitative analysis
helps to analyse all the secondary data by comparing the information from different sources.
Based on the views of Taherdoost (2022), qualitative analysis helps to gather more information
about the topic. This means this method is dependent on the observation process which helps to
increase the depth of knowledge on the study topic.

Finding and results

Resources Code Themes
Kumar et al. (2021), Cyber security, organization, | Theme 1.  Cybersecurity
Ertan et al. (2020), computing system reduces the risk of

organizations being affected
by cybercrime

Filipczuk, Mason, & Snow | Cyber security, organization, | Theme 2:  Cybersecurity

(2019), cyber security network strategies enhance the data

Tagarev (2020), security and  networking
system of organizations

Karpiuk (2021), Cyber  security,  national | Theme 3: The algorithm-based

Rodgers, Attah-Boakye, & | system, algorithmic cognitive | model of cyber security helps

Adams (2020) decision trust modelling to protect the organizational
system of work from external
effects

Table 1: Theme Analysis
(Source: Self-created)
"Theme 1: Cyber security reduces the risk of the organizations from being affected by
cybercrime™

Cyber security safeguards organizations from cybercrime-related activities. It protects
the systems from loss of confidential information. According to the views of Kumar et al. (2021),
cyber security helps to monitor the system to protect the personal data of the organization. It has
provided an advantage to the organization in protecting data from online assaults.

"Theme 2: Cyber security strategies enhance the data security and networking system of
organizations”

Cyber security has made strategies to increase the data security as well as the networking
systems of organizations. It has taken the initiative to update the software to get better results.
Based on the views of Ertan et al. (2020), better cybersecurity strategies can secure devices from
cybercrimes. Strong passwords can help to reduce the risk of cyber threats.

"Theme 3: The algorithm-based model of cyber security helps to protect the organizational
system of work from external effects"

Triple DES has been used to protect the data safety of the organizations. According to the
views of Tagarev (2020), algorithms of cyber security are used for the process of encryption.
This algorithm is mostly used by organizations to protect the systems from hackers.
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Discussion

The development of a central security system is important for an organization to reduce
the chances of cybercrime incidents. According to the views of Karpiuk (2021), the development
of the organisational opportunity increases with the enhancement of data safety. This helps the
organsiation to protect the important data in a more safe condition and it helps to develop
organisational potential to achieve success in the future. Based on the views of Rodgers, Attah-
Boakye & Adams (2020), the development of the cyber security system becomes stronger with
the use multifactor authentication system to enter the organisational server. This denotes that
increasing server security decreases the probability of data leakage problems. On the other hand,
organisations need to inform the organisation password to the employees only as this helps to
know the server access history and helps to detect the criminals. Enhanced data safety increases
the risk management system of the organisations and helps to keep the most important data in a
safe zone. The probability of data losses has increased with increasing the number of internet
users. The Internet accessing facilities increase the loopholes of the systems and help cyber
criminals access the data of other people.

I Estimated cost of cybercrime worldwide
(in trillion U.S. dollars) 23.82
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Figure 6: The cost of cybercrime in the whole world from 2018 to 2027
(Source: Statista, 2023)

The above figure represents the cost of cybercrime and that increases with time. The cost
of cybercrime was 0.86 trillion US dollars in 2018 and that increased to 11.50 trillion US dollars
in 2023 (Statista, 2023). This means the incidents of cybercrime have drastically increased in the
whole world. This has been increased with the development of internet networks and software
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technology. Thus, the development of a strong security system for organizational servers is

important for increasing its strength.

Conclusion
The security system of the server needs to be strong to increase the data management

system of the organsiation. The data safety of the employees and other important stakeholders is

important for an organsiation and this organisation has developed a better server. The

development of enhanced server protection decreases the chances of cybercrime incidents.

Implementation of a security awareness system, enhanced data management, and strong network

security helps the organsiation to save the organisational data from external people. Thus, the

development of strong server and network systems has become compulsory to manage the risk of

data losses and data leakage.
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