- Journal of Advanced Zoology
N

ISSN: 0253-7214
Volume 44 Issue S-5 Year 2023 Page 1938:1943

Analysis of Preventions of Attacks on IOT Using Block Chain: Review
Afsana Anjum

Lecturer, Dept. of Information Technology & Security Jazan University Jazan, KSA
ORCID: 0000-0001-8623-1712

*Corresponding author’s E-mail: afsana24sajid@gmail.com

Article History Abstract
Received: 06 June 2023 The increasing acceptance and integration of the Internet of Things (IoT) has
Revised: 05 Sept 2023 made it a prominent element in our everyday existence. Regrettably, a
Accepted: 06 Nov 2023 significant level of vulnerability is present in Internet of Things (1oT) devices,

which might potentially be abused by malicious actors. The predominant source
of security vulnerabilities in 0T systems originates from their centralized
architecture. The lack of adequate authentication and access control systems
for managing access to information generated by Internet of Things (loT)
devices is a significant concern. Consequently, the issue of verifying the
identification of the equipment or communication node arises. The
decentralized nature of Blockchain serves as a viable alternative for ensuring
secure operations inside a trustless environment. Extensive research has been
conducted in the domain of the convergence of Internet of Things (loT) and
Blockchain, yielding notable progress in addressing several significant
challenges encountered in the 10T realm. This study investigates the challenges
and vulnerabilities associated with the Internet of Things (1oT), as well as
explores the potential benefits of integrating Blockchain technology.
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1. Introduction

The concept of the Internet of Things (loT) first gained prominence in 1999 when Wireless Sensor
Networks (WSN) and technologies such as Radio-Frequency ldentification (RFID) were introduced.
The fundamental principle underlying the Internet of Things (10T) is the interconnection of all objects,
enabling seamless connectivity across disparate entities regardless of location or temporal constraints.
In order to establish both physical and virtual connections, various devices such as sensors and actuators
are employed. The security of the Internet of Things (1oT) is of paramount importance in ensuring the
integrity and reliability of IoT infrastructure. The Internet of Things (loT) facilitates the collection of
data from a vast expanse of rural areas through the utilisation of sensors and actuators. The Internet of
Things (IoT) has experienced significant growth, facilitating the interconnection of a wide range of
devices and networks across several domains such as residential, commercial, transportation, and urban
environments.

The Internet of Things (loT) has facilitated the establishment of a comprehensive operating picture
(COP) that spans across diverse applications in contemporary daily life. The achievement of the COP
is facilitated by the progress observed in wireless sensor network devices, which possess the capability
to engage in network communication, facilitating information exchange and enabling diverse analytical
operations. The exclusive method for transmitting information and verifying data within the Internet of
Things is through a centralised server, hence giving rise to concerns regarding security and privacy.
Device spoofing, fraudulent authentication, and lack of reliability in information sharing are all
potential factors to consider. The concept of a central server is eliminated, and blockchain technology
is utilised inside the Internet of Things (1oT) framework to address security and privacy concerns. The
convergence of Blockchain and loT offers several anticipated advantages. These include the
establishment of trust among entities, ensuring the completeness, consistency, and integrity of stored
data, preserving personal data in an immutable and tamper-proof manner, reducing expenses and
facilitating cost-effective solutions, enhancing security measures, and enabling faster processing of
large volumes of data.
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This research investigates the possible security and privacy concerns related to the interaction between
components in the Internet of Things (IoT), and explores the possibilities of distributed ledger-based
blockchain (DL-BC) technology in addressing these difficulties. In this study, a comprehensive analysis
was conducted to investigate the utilisation of BC in specific domains and classifications.During the
discussion, certain difficulties pertaining to the Internet of Things (IoT) and loT with blockchain (BC)
were also addressed in order to gain a comprehensive understanding of the contributions made by
blockchain technology. According to the second source, [2]

The issue of security pertaining to Internet of Things (I0T) devices is a persistent concern. The user's
text does not provide any information or context. The absence of adequate security measures could pose
a significant concern, particularly in relation to the utilisation of applications such as smart homes and
smart automobiles. For example, a somebody with malicious intent could gain control over an
autonomous vehicle that is occupied by a human passenger, or use the authorised privileges of an
Internet of Things (IoT) system to engage in financial transactions. The necessity for robust security
measures arises from the substantial amount of data that is collected and exchanged among Internet of
Things (1oT) devices.

The convergence of the Internet of Things (l10T) and Blockchain has become a prominent subject of
discussion, with various industries and fields of application witnessing the emergence of novel use cases
that integrate these two technologies. The user did not provide any text to rewrite. Before delving into
the overall value of the innovative fusion of Internet of Things (1oT) and Blockchain, it is imperative to
bear in mind a few fundamental principles pertaining to these domains. This is essential due to the
highly precise and specific language employed within both sectors. The latter half of this essay will
examine blockchain technology, which provides users with protection against single points of failure
and other challenges, while also eliminating the need for reliance on trusted third parties. The integration
of Blockchain technology into the Internet of Things (I0T) ecosystem has garnered significant attention
from researchers, prompting them to explore this area further.

In recent years, there has been an emergence of decentralised cryptocurrency systems. The utilisation
of blockchain technology in these systems originated with the inception of Bitcoin. Bitcoin enables
users to engage in safe transactions and transfer currency (bitcoins) with others, eliminating the
necessity for a trusted intermediary. The user's text does not provide any information to rewrite in an
academic manner. The blockchain functions as an unchangeable record of blocks that contain
timestamps, and this record is distributed among all nodes in the network. This decentralised structure
eliminates the necessity for a central governing entity [10]. The aforementioned technology is employed
for the purpose of disseminating and retaining data in a decentralised way through a network of peers
[11]. In contemporary times, the utilisation of blockchain technology has proven to be highly impactful
in facilitating secure and efficient financial transactions [12]. Additionally, it has the potential to serve
as a facilitator in various other domains. Examples of decentralised technologies in the field of Internet
of Things (loT) [13], identity-based Public Key Infrastructure (PKI) [14], supply chain management
[15], proof of document existence [16], and storage [17-19] can be cited.

IOT Architecture:
10T has a three-layered architecture. The three layers are as follows:

The primary objective of the application layer is to provide specialised services to its users [5]. The text
provides an overview of several Internet of Things (IoT) applications, encompassing domains such as
smart homes, healthcare, and urban environments, wherein the technology can be effectively employed.

The network layer is a crucial component of the networking architecture, responsible for facilitating
communication between different networks. The layer in question is prone to experiencing attacks, as
it is responsible for gathering data from pre-existing infrastructures and transmitting it to upper layers.
The data collected by the sensors undergoes processing. The primary security concerns often pertain to
the authentication and data integrity during transmission [6].

The Perception Layer, which is commonly known as the physical layer, serves as the foundational
component of the Internet of Things architecture. It functions as the cognitive center of the third layer.
Within this particular stratum, one can find many sensory constituents such as sensors and actuators.
This particular layer is alternatively referred to as the sensor layer [7, 8]. The data presented in Tables
land 2.
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Issues and Challenges in 10T:

Although the Internet of Things (1oT) presents several benefits and has the potential to address various
challenges in diverse sectors, it is not without its own set of challenges. These challenges may manifest
as the resolution of security concerns, privacy issues, and other related matters. This section provides a
concise overview of the potential challenges that may arise while examining the interaction of loT
components in a study. The user's text is too short to be rewritten in an academic manner.

Challenges in 10T

The primary concerns within the realm of Internet of Things (IoT) predominantly pertain to the
challenges associated with privacy and security. Furthermore, the concept of interoperability presents
several additional barriers, including the absence of standardized protocols, legal complexities,
regulatory hurdles, concerns regarding intellectual property rights, issues related to the burgeoning
Internet of Things (I0T) market, and several developmental concerns. The user's text does not contain
any information or context to be rewritten in an academic manner.

The Internet Society (ISOC) released a paper in 2015, authored by Karen Rose et al., which examines
the concerns and challenges related to the Internet of Things (10T). The research discusses a range of
potential issues that have been identified and the manner in which they have been brought to attention.
The user's text does not contain any information to rewrite. The difficulties and challenges discussed in
Table 1 were summarized.

Security and Privacy Issues in 10T:

Table 1 presents a comprehensive overview of the various manifestations of problems that may arise in
the context of the Internet of Things (IoT). The table provides a clear and concise representation of the
possibility of these problems occurring, as categorized into seven distinct ways. The subsequent
obstacles associated with these concerns are also enumerated. In order to provide clarity on the
multifaceted concerns surrounding security and privacy, this study focuses on the examination of
interactions among components inside the Internet of Things (10T) framework. References 22 and 23.
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Could Blockchain Technology Can be a Remedy?

Indeed, Blockchain technology has the potential to serve as a viable solution for mitigating the security
and privacy concerns associated with the Internet of Things (IoT). The user's text is too short to be
rewritten in an academic manner. The elimination of a centralized server in the Internet of Things (1oT)
is made possible by blockchain technology, which enables the secure and verified movement of data
across the distributed ledger for each transaction.

The blockchain technology operates as a decentralized ledger system that records and monitors every
instance of data modification or removal. A permanent digital signature that is inherently associated
with each transaction and possesses an immutable character, hence preventing any alteration or
removal. Every gadget would possess strong cryptographic measures due to the implementation of
blockchain technology, hence enhancing the level of safe connectivity with other gadgets.

The implementation of blockchain technology has the potential to mitigate the risks associated with
distributed denial-of-service (DDoS) attacks, which have been observed to impact many devices
simultaneously, as evidenced by recent significant incidents in the realm of Internet of Things (loT)
security.

In light of the extensive array of security measures proposed for 10T devices, encompassing biometrics
and two-factor authentication, the use of blockchain technology emerges as a potential solution for
enhancing loT security. The blockchain technology possesses strong security mechanisms that
effectively deter unauthorised data manipulation, impose limitations on the connectivity of Internet of
Things (1oT) devices, and provide prompt deactivation of compromised 10T network devices.

Within a Blockchain network, the Shared Ledger assumes the crucial responsibility of ascertaining the
ownership of assets or transactions. It serves as the sole point of reference for this purpose. According
to the study conducted by the authors [4], the participants in the system utilise peer-to-peer replication
mechanisms to ensure that they own an identical state of the register. This state is consistently updated

following each transaction.
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4. Conclusion
Blockchain and 10T:

The comparison between the Biological Internet of Things (BioT) and the Internet of Things (loT)
reveals that while the 10T holds promise, it is hindered by some unresolved challenges that impede the
widespread adoption of 10T devices. One of the concerns pertains to a deficiency in trust. In the current
centralised Internet of Things (1oT) paradigm, a third-party central authority is employed, exercising
full authority over the collection, analysis, and utilisation of data from various 10T devices. Hence, the
central authority serves as an opaque entity for 10T users, presenting an attractive proposition for the
majority of owners of loT devices. In contrast, blockchain technology provides a distributed,
autonomous, trustless, and decentralised ecosystem. The utilisation of a decentralised design in
blockchain enables the utilisation of processing resources from all participating entities, as opposed to
the centralised approach. This decentralised approach addresses several concerns associated with a
single point of failure, trust, and security. Furthermore, the utilisation of blockchain technology
provides enhanced security and data integrity as a result of its inherent attributes of being tamper-proof
and immutable. There exist a multitude of parallels and differences between the Internet of Things (10T)
and blockchain technology. The user did not provide any text to rewrite.
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